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1. Product Technical Specifications

The system under target, ReliaCOR 44-11, is an Edge Server designed to be deployed at the Edge
AloT (Al + |oT) applications.

The ReliaCOR 44-11 is a platform that offers a balanced combination of computational performance, storage
capacity and network bandwidth for workloads that include data acquisition and fusion, Al inference and
data logging.

Designed for Industrial use cases, it offers reliable operation thanks to industrial grade ruggedization and a
robust power supply. User-serviceable filters offer the convenience of protection from airborne pollutants,
such as dust and particulate, which are often found in industrial applications.

The ReliaCOR 44-11 features a top-of-line Intel® Core i7 CPU and provides Al acceleration thanks to a
high-end NVIDIA® A2 GPU. Connection to the factory floor IP network and sensors is enabled by two 10
GbE and two GbE interfaces: use cases requiring fieldbus interfaces towards assts (such as CAN/ CAN-
FD, isolated RS-232/422/485) are optionally available as a professional service.

The ReliaCOR 44-11 is also a capable storage server, supporting two removable bays for 2.5" SATA drives
in RAID 0/1 configurations to provide high speed data recording and to offer extra protection to valuable
information.

The ReliaCOR 44-11 comes with Everyware Software Framework (ESF), a commercial, enterprise-ready
edition of Eclipse Kura, the open source Java/OSGi middleware for loT Edge Gateways.

Distributed and supported by Eurotech, ESF supports ready-to-use field protocols (including Modbus, OPC-
UA, S7), MQTT connectivity, web-based visual data flow programming and deep configuration.

ESF is also integrated with Everyware Cloud (EC), Eurotech loT Integration Platform (separately
available), enabling advanced diagnostics, provisioning, and full remote device access and management.

Type indication:

- Hardware revision: RECOR 44-11-XX
Variants:
RECOR-44-11-07;
RECOR-44-11-08;
RECOR-44-11-09;
RECOR-44-11-16;
RECOR-44-11-19;
RECOR-44-11-54;
RECOR-44-11-63.
- Ubuntu Linux 22.04 X LTS w/ Everyware Linux (EL) 2.0.X
-  ESFversion7.3.X

where for X it is identified only minor revisions, which do not affect the SL-C 1.

More details on different version are given in the User's manual RECOR-44-11_MAN_EN_1-9-2_Cert.
2. Technical File reference

ReliaCOR Documentation. The complete listing is in the assessment report.

3. Test report no. 23 MD 02060

Test documents according to applied standards are reported in the test report No. 23 MD 02060 dated
2023.11.13.
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Process Requirements Assessed

Security Management (13/13), Specification of Security Requirements (5/5), Secure by Design
(4/4),Secure Implementation (2/2), Security Verification and Validation Testing (5/5), Management of
Security-Related Issues (6/6), Security Update Management (5/5), Security Guidelines (7/7)

Security Requirements Assessed

Identification and authentication control (14/14), Use Control (12/13), System Integrity (13/14), Data
Confidentiality (3/3), Restricted Data Flow (3/3), Timely Response to Events (2/2), Resource availability
(8/8)

4. Application and Limitation

The above mentioned equipment is tested according the standards on the first sheet.

Assessment boundaries

Hardware security, operating system, loT Edge Framework, and connectivity, limited to the boundary
characterized by the versions identified below.

Intended Use

The ReliaCOR 44-11 is a platform that offers a balanced combination of computational performance, storage
capacity and network bandwidth for workloads that include data acquisition and fusion, Al inference and
data logging.

5. Notes for the erection and operation:

Please refer to “User's manual” for the safe and proper operation, maintenance and service of the unit.

For further details, including environmental conditions, limitations of use, hardening guidelines, traceability,
and application constraints, make reference to the Security Manual.

6. Risks analysis

The risk analysis according to the applied standards is in the test report No. 23 02060 dated 2023.11.13
and reported inside the ReliaCOR Documentation.
See documents:

- Threat Model, PGQ_IOTTM_loT_THREAT_MODEL_ENG_RC44-11_rev-00,

- Security Requirements rev.03,

- System Requirements RC-44-11 - Rev.01.

7. Performance level evaluation

Performance level is not applicable.
The device has been verified to reach up to SL-C 1 in compliance with EN IEC 62443-3-2:2020.

- End of Statement-
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