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THE STATE OF THE ART:
DIGITAL TRANSFORMA-
TION IN MANUFACTU-
RING

General findings from the CXO Survey
2021/22 for the manufacturing industry

In order to provide guidance against a highly
dynamic IT landscape, PAC conducted the 2021/22
edition of its annual 'SITSI® CxO Investment
Survey', interviewing IT decision-makers in user
companies covering PAC’s SITSI® core markets to
get their views on current IT trends, key
requirements, and investment plans. The survey
was conducted in October/November 2021.

In the manufacturing industry, 590 organizations
participated in the survey. The interviews were
conducted with IT department managers and line-of-
business managers who are involved in decisions
concerning (local) IT budgets, IT investments, or IT
sourcing. The survey sample was made up of
companies of different sizes from all sub-industries.
These are the key findings from the CXO Survey
2021/22 for the manufacturing industry:

Challenges: European manufacturing companies
(especially from Central Europe) face strong
pressure from Asian competitors. Because of fast-
rising energy costs in Europe, this hits the energy-
intensive sub-industries within manufacturing in
particular. Although this effect is clearly driven by the
shift to renewable energy, the current military
conflict between Russia and Ukraine further
intensifies the headwind for European manu-
facturing companies in these sub-verticals.

IT budgets: IT budgets increased further in 2021.
Companies are aware of the clear need to
accelerate their digital transformation efforts, even
during difficult times. However, IT budgets are rising
more outside the IT department than internally.

IT spending: Cyber security is a top spending
priority for manufacturing companies over the
coming two years. Without a doubt, the current
military conflict between Russia and Ukraine will
push spending in this topic even further.

© PAC GmbH 2022
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Cloud: Manufacturing companies plan to use the
cloud in the next two years, especially to enhance
interactions within digital business ecosystems and
for Al/machine learning. In addition, while external
public clouds are already broadly used and further
deployments are planned, we also note that com-
panies want to shift more towards hybrid cloud, multi
cloud and edge cloud models.

Business application software (BAS): As other
platforms fall behind, we expect to see the head-to-
head competition intensify between SAP and
Microsoft Dynamics for the leadership position in the
manufacturing industry around business application
platforms.

Security: Most manufacturing companies confirmed
that they are pursuing a security first strategy, and
they confirmed that IoT/OT security is on top of their
current agendas (together with supply chain attack
prevention). However, OT-related security, OT-
related incident response programs and OT-related
security operations centers, have often not yet been
implemented.

Al, Bl & analytics: Big data & analytics is a more
mature topic with more moderate investments. In
this space, manufacturing companies will mainly
invest in edge analytics capabilities to enable real-
time data processing for manufacturing operations.
In addition, manufacturing companies want to
leverage Al, especially in a security context.

loT-specific findings from the CXO
Survey 2021/22 for the manufacturing
industry

Most manufacturing companies around the world
now leverage loT technology. This is no surprise, as
lIoT technology can be applied to a broad set of
different use cases. While most manufacturing
companies call their current status “moderate”, there
is still room for improvement over the coming years.
Nevertheless, COVID-19 provided a kick start for
many companies and helped them to immediately
realize the value of loT.

See figure 2 on the next page. The graph on the right
clearly illustrates that COVID-19 was a clear driver
for digitalization projects in general and specifically
for loT initiatives. During this time, loT technology
became a key enabler for all kinds of use cases
around remote support, operation and control. Once
implemented, we strongly believe that these
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loT maturity level

Definition: The Internet of Things (loT) refers to the network
of physical objects — “things” — that are embedded with
sensors, software, and other technologies for the purpose
of connecting and exchanging data with other devices and
systems over the internet.

37% 54% 8%

High Moderate Low

(Single selection)
Breakdown of responses from manufacturing companies, in % (n=210)
© PAC 2022

technologies will remain in use after the pandemic.
The pandemic helped to overcome initial user
resistance to new technologies and the efficiency
gains are often so obvious that nobody is even
thinking of changing back. Once the initial ice is
broken, we believe that the long-term driver towards
increased sustainability will further push the use of
loT technology wherever possible. Reducing
travelling is a big topic for many service and support
organizations of manufacturing companies, in order
to reduce their company-wide CO2 emissions.

In comparison of sub-verticals, the automotive,
aerospace and defense sector reached the highest
level of loT maturity today, while the construction
industry has achieved the lowest level of maturity so
far.

There is no evidence in the survey data that
especially larger manufacturing companies have a
need for fully customized loT applications that are
tailored to their specific requirements. This
underpins how tightly many smaller manufacturing
companies are integrated in the supply chains of
larger OEMs. When it comes to loT-related use
cases such as track and trace, these first tier and
second tier suppliers are not independent, but they
are forced to adapt to OEM-specific IoT solutions. It
comes as no surprise that this is especially the case
in the automotive, aerospace and defense sector.

Companies from oil, gas, metal, and mining and
from the chemical and pharma industry show an
above average interest in using standardized loT
applications. This is an indicator that joint loT

© PAC GmbH 2022
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The Covid-19 pandemic
as a driver of loT initiatives

»

45% 44% | 11%

Major driver Minor driver No driver at all

Fig. 2: loT maturity level and COVID-19 pandemic as
driver of loT initiatives

solutions are a particularly hot topic in the more
complex discrete manufacturing space and not in
the process industry.

Low-code loT platforms, which provide a simplified
and standardized way to build customized loT
applications, are not a big topic in the manufacturing
industry today. However, a significantly above
average number of companies from chemicals and
pharma expressed their interest in this kind of
solutions. It seems that low code is a perfect add-on
to their preference for standardized loT applications.

There is a diverse vendor landscape around loT
today. Very different groups of providers are able to
position themself as a core loT vendor. loT is an
add-on business for all of them, but it is certainly
most strategic for the hardware vendors. Beside
hardware providers, cloud hyperscalers are the
second most important loT vendors for the industry.
This means that industrial loT represents the major
battlefield between the giants from OT and IT.
Coopetition is the name of the game.

Providers of hardware, machinery, and equipment
are the natural first choice as loT vendors for
manufacturing companies. Based on this, we can
say that digital services around smart connected
products represent the most prominent use cases in
the manufacturing industry. Driven by the COVID-19
pandemic, this includes device-specific remote
services such as remote maintenance and support
(problem solving), failure prediction and remote
control.
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Approach to loT applications

Fully customized loT applications
tailored to your specific needs

40%

45% Highly standardized loT applications

Y

oy Low-code loT platforms which provide a

simplified and standardized way to build
customized loT applications

(Single selection)
Breakdown of responses from manufacturing companies, in % (n=210)
© PAC 2022

MARKET SITUATION — OPEN
DIGITAL PLATFORMS FOR
SECURE ZERO-TOUCH
INDUSTRIAL |OT DEPLOY-
MENTS IN EUROPE 2022

Cybersecurity is one of the top challenges for
companies today. This is especially critical in the loT
context. The deployment phase of new loT devices
is a sensitive moment in securing loT devices
throughout their life cycle. The deployment of loT
devices typically involves the installation of the
physical device and the setup of credentials or
passwords so that it can securely communicate with
a cloud-based loT platform. In the OT world, this
onboarding process is usually done manually by a
technician — a process that is slow, expensive, and
insecure. The cost of installation and setup can even
exceed the cost of the device itself. The problem is
well-known. An automated onboarding process is
required, which takes end-to-end loT security into
account.

Ideally, loT devices are installed automatically by
simply powering them up and providing access to a
network. Each device then contacts its provisioning
service, identifies itself, and exchanges authentic-
cation information so that the device can trust the
service and the service can trust the device. The

© PAC GmbH 2022
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Type of core loT vendor to receive most of the
organization’s loT investments

Provider of hardware, machinery,

v A 28%
equipment (e.g., Siemens, Bosch, ABB)

Cloud hyperscaler 24%
(e.g., Microsoft, AWS, Google, Alibaba)

Application provider 19%
(e.g., SAP, Oracle, Salesforce)

Telecommunications operator 18%
(e.g., BT, Orange, Deutsche Telekom)

IT service provider
(e.g., Accenture, Capgemini, Atos)

12%

Fig. 3: Approach to loT applications and selection of
loT vendors

provisioning service then makes the final connection
between the device and the application service. This
technique is sometimes called “zero touch”, be-
cause the whole onboarding process can be direc-
ted without physical access to the device.

In this report, we evaluate vendors with capabilities
to provide integrated, secure and automated solu-
tions to support industrial IoT deployments at a
larger scale. These solutions address the needs of
device manufacturers and machine builders, auto-
motives, telcos and the defense sector, as well as
energy and utilities companies. In this context, four
elements play a vital role from our perspective —
secure device hardware (via TPM and eSIM), PKI,
IAM for cloud-based IloT platform, and security
standards.

Secure device hardware — Here, TPM and eSIM
are two relevant concepts for the loT space. TPMs
(Trusted Platform Modules) are typically used as the
basis for hardware root of trust around PCs. A TPM
is a specialized chip on a PC that is designed to
secure hardware with integrated cryptographic keys.
eSIMs follow a similar concept to TPMs. While a
TPM comes from the PC space, SIM cards come
from the mobile phone space. eSIMs are embedded
SIM cards which cannot be removed from the
device. eSIMs are especially suited to higher-value
loT use cases around expensive, mobile loT
devices. As a result, the automotive industry has
widely adopted eSIMs for connected cars. The
embedded Universal Integrated Circuit Card
(eUICC) standard allows telcos to provision eSIM
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hardware remotely. In addition, loT SAFE (loT SIM
Applet For Secure End-2-End Communication)
enables IoT device manufacturers and IoT service
providers to leverage the eSIM as a mini crypto safe
and a hardware root of trust.

PKI - A public key infrastructure (PKIl) is a system
for the creation, storage, and distribution of digital
certificates which are used to verify that a particular
public key belongs to a certain entity. The PKI
creates digital certificates which map public keys to
entities, securely stores these certificates in a
central repository, and revokes them if needed.
Public key cryptography is a cryptographic tech-
nique that enables entities to securely communicate
in an insecure public network, and reliably verify the
identity of an entity via digital signatures. The X.509
standard defines the most commonly used crypto-
graphic format for public key certificates.

IAM services for cloud-based loT platforms —
Device authentication and authorization via Identity
and Access Management (IAM) tools is required to
give loT devices access to the right loT services. In
this context, it can be important that the cloud
platform is also able to manage the scale of large
loT deployments across the world.

Security standards — We have identified several
relevant standards for the topic evaluated here.
First, IEC 62443 is a cyber security standard for
industrial automation and control systems. The
standard contains technical and process-related
aspects and allows companies to assess the
cybersecurity risks for each system and decide how
to address those risks. Second, the FIDO Device
Onboard (FDO) protocol is an loT protocol which
enables industrial IoT devices to leverage public key
cryptography to help simply and securely onboard
IoT devices to any cloud or on-premises manage-
ment platform without the need for human inter-
vention. The FDO standard avoids complex, manual
technical installations. A bar code on the device or
other device credentials stored in a TPM allow to
streamline the onboarding process of the device to
a specific cloud-based loT platform. From a security
perspective, the concept leverages an “untrusted
installer” approach, which means the installer no
longer needs to have access to any sensitive
credential or password information to onboard the
device. Third, with Platform Security Architecture
(PSA), Arm created a standard for loT security in
2017. The standard follows a security-by-design ap-
proach and has the ambition to build trust between
loT devices and cloud-based IoT services. PSA

© PAC GmbH 2022
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Certified is the related security certification scheme
for this initiative. The stakeholders (including several
security test laboratories) are acting as a joint,
independent certification body.

Market trends & insights

Basically, we have identified four different groups of
vendors: First, cloud providers who have capabilities
around loT operating systems and edge hardware.
Second, hardware providers who also have capa-
bilities around loT operating systems and cloud-
based loT platforms. Third, operating systems pro-
viders. Fourth, providers with dedicated capabilities
around eSIMs.

Hardware players

Arm, Eurotech, NXP,
STMicroelectronics

Cloud players
Microsoft, AWS

Vendor
groups

eSIM players

Thales,
Giesecke+Devrient
(G+D)

OS-centric players
Canonical, Red Hat

Fig. 4: Groups of vendors for secure zero-touch lloT
deployments

Important capabilities of leading plat-
forms

What makes platforms of this type attractive to
users? We see five elements in the current stage of
the market: First, a cloud-agnostic solution gives
clients the freedom to choose the most appropriated
cloud service provider for their use case. Second,
while some components have existed for years, an
integrated offering allows clients to leverage the
solution in a much more simplified way. Third,
certifications increase the level of trust, and the ap-
plication of standards ensures that components,
methods, and processes follow best practices to
limit cyberthreats. Fourth, as the market for inte-
grated solutions is still at an early stage, we would
like to see willingness, focus, investments, and
strategic initiatives to enhance the providers’ own
capabilities in this space. From our perspective, this
especially means to build a well-integrated solution,
which is simple to use. This also includes partner-
ships to offer joint solutions. Fifth, initial client
engagements in the loT space and POCs (proof of
concept) underpin that the solution is resonating in
the market and addresses the needs of customers.
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Leading vendors

In our view, the best-in-class vendors in this space
are Arm, NXP and Thales. We recognize Eurotech
as a hidden champion.

There are several reasons why we see Arm as the
leading vendor in this market segment today: Arm
offers broad capabilities and an integrated solution
around both aspects of this analysis — zero touch
and security. Zero touch is available today via the
Pelion Device Management service. Core ele-
ments are Arm Mbed OS and the Pelion loT
Platform. Arm and Intel demonstrated a prototype
of an integrated Pelion-Intel zero-touch device
provisioning system already in 2018 (based on Intel
SDO). In addition, Arm also is a strong supporter of
FDO. Beside zero touch, Arm is even more focused
on securing loT deployments. In October 2020, Arm
announced an integrated loT life cycle management
solution together with Infineon. The solution com-
bines Infineon’s PSoC 64 Secure Micro-
controllers (acquired with Cypress), the Arm Mbed
loT OS (a Linux version), and the Arm Pelion loT
Platform to securely design, manage, and update
loT products without the need for custom security
firmware. The Pelion-ready and Mbed OS-enabled
solution demonstrates industry best practices for
security, by reaching PSA Certified Level 1. Since
September 2021, the PSoC 64 has even reached
PSA level-2 certification. In addition, Arm is the key
initiator behind the PSA initiative. This underpins
that Arm is strongly dedicated to applying security
best practices to large-scale loT deployments.

In February 2021, NXP Semiconductors intro-
duced the EdgeLock 2GO loT service platform for
simple, secure deployment and management of loT
devices and services. The new loT security platform
is integrated with NXP’s EdgeLock SE050 secure
element hardware to protect loT devices at the edge
and securely connect them to one or multiple clouds
and service providers. The EdgeLock 2GO platform
allows device makers and service providers to easily
onboard or transfer their devices into cloud plat-
forms from AWS loT and Microsoft Azure loT Hub.
EdgeLock 2GO has three options to manage
credentials: EdgelLock 2GO Ready for simple use
cases, such as device onboarding to public clouds
with pre-provisioned EdgelLock SE050; EdgelLock
2GO0O Custom for creating custom EdgeLock SE050
to support complex configurations; and Edgelock
2GO Managed for managing credentials and
multiple services throughout the device life cycle.

© PAC GmbH 2022
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Thales today offers two relevant loT solutions —
Thales loT SAFE and the Cinterion loT Suite. The
Thales Cinterion loT Suite provides four cloud-
based services: First, the loT Connectivity Activation
service simplifies connectivity provisioning and
service management during the lifetime of devices.
Second, the Device Performance service monitors
loT device connectivity and application performance
across entire fleets. Third, the Software Update
service keeps devices updated over their lifecycle.
Fourth, the Trusted Identity service provides
seamless onboarding to cloud platforms. This ser-
vice leverages loT device identities and security
attributes embedded into the roots of Cinterion
modules, gateways, and modem cards. They then
employ an advanced Public Key Infrastructure (PKI)
to support the automated, secure enrolment of
devices into private and public clouds. As mentioned
above already, loT SAFE (developed jointly by the
telco industry — GSMA) enables loT device manu-
facturers and loT service providers to leverage
eSIMs as a standardized hardware root of trust to
protect loT data communications. In 2020/21,
Thales announced two relevant client wins around
its Thales IoT SAFE offering: In 2020, Australian
telco Telstra, and in 2021, Canadian telco TELUS.

From our perspective, Eurotech is a hidden cham-
pion around secure zero-touch IloT deployments at
scale. The company initiated several steps during
2021 to advance its offering and to achieve relevant
security certifications. In April 2021, Infineon, toge-
ther with Eurotech, GlobalSign, and Microsoft, pub-
lished a technology blueprint to enable large-scale,
secure rollouts of connected devices. The joint effort
has the ambition to secure the device identity chain
from the edge to the cloud. The solution leverages
Infineon's OPTIGA TPM, which is installed in recent
generations of Eurotech loT Edge gateways.
Eurotech provides a secure Initial Device
Identifier, which is cryptographically bound and
uniquely assigned to the device. As part of this
collaboration, the security certificate authority
GlobalSign and Microsoft with its loT Identity
Service security subsystem of the Azure loT Edge
extend the chain of trust to the cloud. The solution
delivers an architecture model for the management
of standard-based digital identities over the life cycle
of the device. Eurotech is a strong ecosystem
player, which is a real advantage in this space. In
July 2021, Eurotech announced that its Everyware
Software Framework (ESF) and its loT Edge
Gateway ReliaGATE 10-14 had been PSA-
Certified Level 1. In addition, in November 2021,
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Eurotech’s Edge Gateway ReliaGATE 10-14 with a
complete loT edge software stack (managed Linux
operating system, loT application framework ESF),
achieved the OT-specific cybersecurity certification
IEC 62443-4-2. Eurotech confirmed that several
more steps were planned for 2022 to further
enhance its offering (AWS loT Greengrass inte-
gration, productization of the zero-touch onboarding

The classification of providers is
based on the overall score:

“Best in Class” 1.0-1.9
“Leading edge” 20-29
“Emerging capability” 3.0-3.9

Fig. 5: Classification of providers in the PAC
INNOVATION RADAR graph (example)

© PAC GmbH 2022
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blueprint for the loT Platform Everyware Cloud and
also Microsoft Azure, standardization of the PKI
process together with GlobalSign, further expanding
the number of supported industry-specific field
protocols). On top of this, Eurotech is able to name
initial customer engagements and POCs around this
new solution.

Emerging
capability

Leading
edge
1

PAC INNOVATION RADAR
Exemplary presentation

Market strength
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REVIEW OF TOP-SEEDED PROVIDER EUROTECH

Eurotech

PAC INNOVATION RADAR Open Digital Platforms for
Secure Industrial loT Deployments in Europe 2022 Leading Edge

Cluster Average

Relative Market Strength

Total Score 2.28 2.57

Criteria rated as significantly ABOVE AVERAGE (more than 0.5)

» Expansion of go-to-market

» Expansion of solution

» Strategic activities over the last 12 months
+ Expansion to new use cases

*  Momentum

Criteria rated as significantly BELOW AVERAGE (more than 0.5)

* Expansion to new use cases
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OBJECTIVE OF THE PAC
RADAR

What is the PAC RADAR?

The PAC RADAR is an effective tool for the holistic
evaluation and visual positioning of software and
ICT service providers on local markets. Numerous
ICT and business decision-makers in user com-
panies of all industries and company sizes rely on
the PAC RADAR when selecting their partners and
developing their sourcing strategies.

With the help of predefined criteria, PAC evaluates
and compares providers’ strategies, development,
and market position in addition to performance and
competencies within specific market segments.

Each PAC RADAR focuses on a certain IT market
segment. Up to 30 leading providers are evaluated
per segment. Participation in the PAC RADAR is
free of charge.

All providers are evaluated using PAC’s proven
methodology, which is based on personal face-to-
face interviews and a detailed self-disclosure from
each provider.

PAC reserves to also evaluate and position relevant
providers in the PAC RADAR that do not participate
in the self-disclosure process.

After the evaluation of the predefined criteria, each
provider’'s position is plotted in the PAC RADAR.
The criteria are classified by clusters and can all be
attributed to the “Competence” and “Market
Strength” main clusters.

© PAC GmbH 2022
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The provider evaluation, including a market description, is
published as a report.

What is the PAC INNOVATION RADAR?

Concept and methodology of the PAC INNOVATION
RADAR are similar to those of the traditional PAC RADAR.

While the traditional PAC RADAR focuses on mature
market segments, the PAC INNOVATION RADAR, on the
other hand, positions providers in new and innovative
market segments.

Thus, the focus of the evaluation is on the portfolio, vision,
strategy, and early client engagements rather than on
existing revenue numbers and resources.

Emerging
capability

Provider6 ==

Provider2
- Providers

Provider14
Provider12
Provider13

-~ Provider8

Provider?

8
g
2
]
3
£
=3
o

PAC INNOVATION RADAR
Exemplary presentation

Market strength

Fig. 7: PAC INNOVATION RADAR graph (exemplary
presentation)
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SCOPE & DEFINITIONS

What is the basic PAC definition of an open
digital platform?

A digital platform provides many digital
services based on a joint technical integration
layer. It provides a governance framework
which ensures the technical interoperability of
all independent digital services. This simplifies
the use of the different digital services for all
users and allows them to add more and more
digital services

An open digital platform extends the above
concept by various different aspects:

o Openness to adding digital services
(applications) from 3rd-party vendors — this
creates an open ecosystem.

o Openness of the technical integration
layer in order to integrate different types of
hardware and/or software — this is key for
industrial loT.

o Openness regarding the underlying source
code — these platforms are based on open
source.

o Openness to sharing data with inde-
pendent parties — but within a controlled
environment.

o Openness of the OT world to leveraging
new concepts from the IT world (such as
containers and app stores).

What is the specific PAC definition of the
different types of open digital platforms
evaluated in this RADAR?

© PAC GmbH 2022

Cloud-centric industrial loT platforms: On
these platforms, application processing mainly
happens in the cloud. In hybrid models,
application processing can also happen at the
edge, but in a strictly cloud-controlled way (like
AWS Outposts). In an advanced model, users
can also use a cloud-based app store to choose
from a range of integrated loT applications
provided by an open ecosystem of partners (like
Industry Clouds from Microsoft).

Machine-edge-centric industrial loT plat-
forms: These platforms use container tech-
nology for simplified application deployment
and real-time processing directly at the edge of
the machine (PLC, IPC). In hybrid models, the
cloud can be used in extension to the edge
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platform for data storage, Al training and as a
central app store. In an advanced model, users
can choose from a range of different loT apps
provided by an open ecosystem of partners, via
an app store.

Factory-edge-centric industrial loT plat-
forms: These platforms use container
technology for simplified application deploy-
ment and powerful edge infrastructures for the
processing of demanding Al applications across
the factory. Container orchestration (Kuber-
netes, K8s) enables hybrid/multi-cloud models,
where the cloud becomes a flexible edge exten-
sion — a cloud-provider-independent Kuber-
netes cluster to run containerized applications.

Open-source-based industrial lIoT platforms:
These platforms are based on open-source
technology and enable large-scale 10T deploy-
ments across industrial, mobile and other enter-
prise-related use cases. The use of open source
as a basis has three advantages for clients: cost
efficiency, vendor independence, and customi-
zation capabilities.

Connected worker (AR) platforms: These
software platforms are open to many different
HW devices (smart glasses) and provide low-
code AR application development, AR data
visualization and a growing number of ready-to-
use AR applications for industrial purposes.

Software-defined vehicles and robots:
Software and Al increasingly become core
elements of vehicles and robots. Safety-critical
operating systems (OS) for edge Al are a key
component. Some automotive OEMs like VW
and Daimler, and robot vendors like KUKA have
the ambition to develop their own OS. Besides
them, new vendors are emerging with the
ambition to provide OEM-independent OS's for
connected vehicles and robots. Here we focus
on these new vendors.

Secure industrial lIoT deployments: Large-
scale deployments of security-sensitive loT
devices are a challenge. An integrated and
automated approach is required — a trusted
identity chain from the chip via the edge device
to the cloud. For this, edge hardware and OS
vendors offer HW/SW-based platforms which
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combine elements such as hardware-based RADAR segments dedicated to specific use cases
authentication methods (HRoT, TEE, TPM), (see figure).
digital identity certificates (PKI, X.509) and

L How will the providers be matched to the
automated cloud provisioning).

different types of open digital platform?

How does PAC segment the provider landscape Depending on their specific focus area, the
for open digital platforms? providers will be positioned in one or more of seven

PAC has evaluated the providers of open digital PAC INNOVATION RADAR analyses.

platforms in Europe in seven PAC INNOVATION

Cloud-centric Machine-edge-centric Factory-edge-centric
industrial loT platforms industrial loT platforms industrial loT platforms

Open-source-based Connected worker Software-defined Secure industrial
industrial loT platforms (AR) platforms vehicles and robots loT deployments

\\.

N

Fig. 8: Overview of the seven PAC INNOVATION RADAR reports on open digital platforms
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PAC RADAR EVALU-
ATION METHOD

Provider selection & participation

Which providers are positioned in the PAC
INNOVATION RADAR?

Providers are selected and invited according to the
following criteria:

e Size of revenues in the segment to be analyzed
in the specified region;

e “Relevance”: Even providers that do not belong
to the top-selling providers in the segment to be
analyzed are considered if PAC classifies them
as relevant for potential customers, for instance
due to an innovative offering, strong growth, or
a compelling vision.

There is no differentiation as to whether the
providers are customers of PAC — neither in the
selection of the providers to be positioned, nor in the
actual evaluation.

What do providers have to do in order to be
considered in a PAC INNOVATION RADAR
analysis?

The decision as to which providers are considered
in the PAC INNOVATION RADAR analysis is
entirely up to PAC. Providers do not have any direct
influence on this decision.

However, in the run-up to a PAC INNOVATION
RADAR analysis, providers can make sure in an

© PAC GmbH 2022

— unlimited reprint rights — Eurotech —

indirect way that PAC can adequately evaluate their
offerings and positioning— and thus their
relevance — e.g., by means of regular analyst
briefings, etc.

Why should providers accept the invitation to
actively participate?

Whether or not a provider participates in the RADAR
process does not actually affect their inclusion and
positioning in the PAC INNOVATION RADAR, nor
their assessment. However, there are a whole host
of benefits associated with active participation:

e Participation ensures that PAC has access to
the largest possible range of specific and up-to-
date data as a basis for the assessment;

e Participating providers can set out their specific
competencies, strengths, and weaknesses as
well as their strategies and visions;

e The review process guarantees the accuracy of
the assessed factors;

e The provider gets a neutral, comprehensive,
and detailed view of their strengths and
weaknesses as compared to the direct com-
petition — related to a specific service in a local
market;

e A positioning in the PAC INNOVATION RADAR
gives the provider prominence amongst a broad
readership as one of the leading operators in
the segment under consideration.
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Considered providers by segment

Open Digital Open Dig_ital Platforms Open Digital Platforms Open-source-based
Platforms for Cloud- for Machine-edge- for Factory-edge- . .

centric Industrial loT  centric Industrial loT centric Industrial loT el s

+ ADAMOS * B&R (ABB) « Canonical « EMQ

* AVEVA  Beckhoff Automation » Edgeworx * Eurotech

*« AWS * Bosch Rexroth » German Edge Cloud » Kaa

+ FORCAM * CONTROLLINO * loTium * Kuzzle

» Google + KUNBUS * Mirantis * Mainflux

* Microsoft e Litmus * Red Hat * MathWorks

« MPDV » Mitsubishi Electric * SUSE Rancher * OpenRemote
* Plex Systems * Phoenix Contact * VMware * ThingsBoard

* PSI * Rockwell Automation * Wind River * UMH Systems
« PTC » Schneider Electric

* SAP » Siemens

» Siemens * Wago

Open Digital Platforms for Open DigitaI_PIatform_s for Open Digital Pl_atforms for

Connected Workers (AR) goftware-deflned Vehicles and Secure Industrial loT
obots Deployments

* Apple * Apex.Al * Arm

* Atheer * Arm « AWS

*+ AWS * BlackBerry QNX + Canonical

* Diota * Elektrobit  Eurotech

» Google « Embedded Office » Giesecke+Devrient (G+D)

* Librestream « ETAS * Microsoft

* Microsoft * Green Hills * NXP

* oculavis * Hightec * Red Hat

* PTC * Microsoft » STMicroelectronics

» Scope AR » Siemens * Thales

« SightCall * SYSGO

* TeamViewer * Wind River

» Wittenstein
+ Zebra Zhixing
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The concept

Evaluation of criteria at cluster and sub-cluster levels

Cluster Strategy Portfolio Go-to-market | Market position

Fig. 9: PAC INNOVATION RADAR - evaluation method

Market growth

PAC uses predefined criteria to assess and compare the providers within given service segments.
The assessment is based on the report-card score within the peer group of the positioned providers.

This is based on:
e The provider's detailed self-disclosure about resources, distribution, delivery, portfolio, contract
drafting, pricing, customer structure, customer references, investments, partnerships, certifications,
etc.;

If applicable, a poll among customers by PAC;

The analysis of existing PAC databases;

Secondary research;

Dedicated face-to-face interviews as relevant.

The provider data is verified by PAC and any omissions are rectified based on estimates.

If the provider does not participate, the assessment is performed using the proven PAC methodology, in
particular based on:

¢ Information obtained from face-to-face interviews with the provider’s representatives, analyst briefings,
etc,;

An assessment of company presentations, company reports, etc.;

e An assessment of PAC databases;

An assessment of earlier PAC (INNOVATION) RADARs in which the provider participated;

A poll among the provider’s customers (as required) on their experiences and satisfaction.

Reissue of published RADARs

The assessments in the PAC INNOVATION RADAR represent an assessment of the providers within the
given peer group in the year in which the respective PAC INNOVATION RADAR was published.

The evaluations may not be directly comparable with those of any previous version due to subsequent content
modifications. In particular, they do not depict a development of individual providers over time.

Methodological and/or organizational modifications may be made due to changing market conditions and
trends and may include:

o Different peer group in the focus of the analysis;
e Modification of individual criteria within clusters and sub-clusters;
e Increased or altered expectations by user companies;

¢ Adjustment of the weighting of individual criteria.
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Evaluation criteria

Open Digital Platforms for

Cloud-centric Industrial loT

Open Digital Platforms for
Machine-edge-centric Industrial loT

Main cluster “Competence”
e  Sub-cluster “Strategy”
o Strategic focus on the topic
o Strategic activities over the last 12 months
o Unique selling proposition (USP)
e  Sub-cluster “Portfolio”
o Application capabilities
o Platform capabilities
o Service quality based on client references
e  Sub-cluster “Expansion”
o Expansion of go-to-market
o Expansion of use cases & applications

o Expansion to new technology

Main cluster “Market Strength”

e  Sub-cluster “Market Growth”
o Market perception in Europe
o Momentum

e  Sub-cluster “Market Position”
o Partner ecosystem

o Client base and relationships in Europe

© PAC GmbH 2022
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Main cluster “Competence”
e  Sub-cluster “Strategy”
o Strategic focus on the topic

o Strategic activities over the last 12
months

o Unique selling proposition (USP)

Sub-cluster “Portfolio”

o Application development
o Application deployment & management

o Open ecosystem approach

Sub-cluster “Expansion”
o Expansion of go-to-market
o Expansion of use cases & applications

o Expansion to new technology

Main cluster “Market Strength”
Sub-cluster “Market Growth”

o Market perception in Europe
o Momentum

Sub-cluster “Market Position”

o Partner ecosystem

o Client base and relationships in Europe
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Open Digital Platforms for

Factory-edge-centric Industrial loT

Open Digital Platforms for
Open-source-based Industrial loT

Main cluster “Competence”
e  Sub-cluster “Strategy”
o Strategic focus on the topic

o Strategic activities over the last 12
months

o Unique selling proposition (USP)
e  Sub-cluster “Portfolio”

o Horizontal platform capabilities

o Industrial loT capabilities

o Complementary service capabilities &
service quality based on client references

e  Sub-cluster “Expansion”
o Expansion of go-to-market
o Expansion of use cases & applications

o Expansion to new technology

Main cluster “Market Strength”

e  Sub-cluster “Market Growth”
o Market perception in Europe
o Momentum

e  Sub-cluster “Market Position”
o Partner ecosystem

o Client base and relationships in Europe

© PAC GmbH 2022
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Main cluster “Competence”
e  Sub-cluster “Strategy”
o Strategic focus on the topic

o Strategic activities over the last 12
months

o Unique selling proposition (USP)
e  Sub-cluster “Portfolio”

o Open-source-based capabilities at the
edge

o Open-source-based capabilities of the loT
platform

o Complementary services & service quality
based on client references

e  Sub-cluster “Expansion”
o Expansion of go-to-market
o Expansion of use cases

o Expansion to new technology

Main cluster “Market Strength”

e  Sub-cluster “Market Growth”
o Market perception in Europe
o Momentum

e  Sub-cluster “Market Position”
o Partner ecosystem

o Client base and relationships in Europe
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Open Digital Platforms for

Connected Workers (AR)

Open Digital Platforms for
Software-defined Vehicles and Robots

Main cluster “Competence”
e  Sub-cluster “Strategy”
o Strategic focus on this topic

o Strategic activities over the last 12
months

o Unique selling proposition (USP)
e  Sub-cluster “Portfolio”
o Addressed industrial use cases

o Portfolio quality based on client
references

o HW-& SW-related interoperability
e  Sub-cluster “Expansion”

o Expansion of go-to-market

o Expansion of use cases

o Expansion to new technology

Main cluster “Market Strength”

e  Sub-cluster “Market Growth”
o Market perception in Europe
o Momentum

e  Sub-cluster “Market Position”
o Partner ecosystem

o Client base and relationships in
Europe

© PAC GmbH 2022
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Main cluster “Competence”
e  Sub-cluster “Strategy”
o Strategic focus on the topic

o Strategic activities over the last 12
months

o Unique selling proposition (USP)
e  Sub-cluster “Portfolio”

o Addressed use cases

o RTOS capabilities

o Complementary software & services

Sub-cluster “Partnerships”
o Strategic partnerships with chip providers
o Strategic partnerships with OEM’s

o Strategic partnerships with communities

Main cluster “Market Strength”

e  Sub-cluster “Market Growth”
o Market perception in Europe
o Momentum

e  Sub-cluster “Market Position”
o Partner ecosystem

o Client base and relationships in Europe
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Open Digital Platforms for Secure Industrial loT Deployments

Main cluster “Competence” Main cluster “Market Strength”
e  Sub-cluster “Strategy” e  Sub-cluster “Market Growth”
o Strategic focus on the topic o Market perception in Europe
o Strategic activities over the last 12 months o Momentum
o Unique selling proposition (USP) e  Sub-cluster “Market Position”
e  Sub-cluster “Portfolio” o Partner ecosystem
o Addressed use cases o Client base and relationships in Europe

o Zero-touch deployment capabilities
o Integrated security capabilities
e  Sub-cluster “Expansion”
o Expansion of go-to-market
o Expansion of use cases

o Expansion of solution
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General PAC research method

The following overview describes PAC’s research method for market analysis and key differentiation features.

SUPPLY DEMAND

Vendor database

Qualitative Situations and Situations and Qualitative
approach trends trends approach
Face -to-face IT user database Face -to-face
and phone and phone
interviews interviews
Quantitative Quantitative Market VOIUmeS Quantitative Quantitative
approach results data approach
Bottom -up top -down Bottom -up top -down
methodology methodology

Market forecasts
PAC references

40+ years of data tracking

Macro -economic data/statistics, market modeling, key vendors, key market segments, key success factors, key trends

Fig. 10: Description of the PAC methodology

Local research and face-to-face communication are two core elements of PAC’s methodology. In our market
studies, we can draw on more than 40 years of experience in Europe.

Positioning within the PAC INNOVATION RADAR

Based on the scores in competence and market strength, the overall score is calculated (calculation:
competence score plus market strength score, divided by two). From the resulting overall score, each provider
receives their characteristic positioning within the PAC INNOVATION RADAR. Here, the following applies:
The closer a provider is to the upper right corner, the closer they are to meeting customers’ requirements for
that segment.
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PAC RADAR REPORT LICENSE

PAC INNOVATION RADAR “Open Digital Platforms for Secure Zero-touch Industrial loT
Deployments in Europe 2022”

As part of the report license, content from the PAC RADAR report may only be reproduced either in whole or
in part (e.g., the PAC RADAR graphics) for internal purposes (e.g., internal presentations). All content used
— even in part — must clearly indicate ,PAC* as the source. However, content must not be modified or used
out of context of the overall document.

Itis not permitted to use the content of the PAC RADAR report for external communication materials (including
communication with clients, partners, and the media).

Moreover, copyright conditions for the PAC RADAR apply (see “ABOUT THE PAC RADAR”).
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ABOUT THE PAC RADAR

The PAC RADAR is protected by Pierre Audoin Consultants (PAC) GmbH’s copyright.

The PAC RADAR is a graphical representation and written analysis of the positioning of various IT providers
within a defined market segment at a specific point in time. The positioning and characterization of selected
companies within the PAC RADAR is conducted on the basis of an analytical assessment of criteria which
PAC previously defined for this analysis.

The selection, positioning, and characterization of companies within the PAC RADAR is not subject to any
vested interests whatsoever. PAC does not support any providers that are represented in the PAC RADAR,
and does not give any recommendations to technology users. The PAC RADAR represents a result from
market research only and must not be taken as a recommendation for action.

The contents of the PAC RADAR have been created with utmost diligence and care. However, PAC cannot
be held responsible for any errors or omissions.

PAC excludes all express or implied claims, also if derived from warranties with respect to the PAC RADAR
report, including any implied warranties of merchantability or fithess for a particular purpose.

The PAC RADAR may only be used for a license fee and with the consent of PAC. Moreover, the use and
publication of the contents and the results of the PAC RADAR are subject to the “Terms & Conditions for the
Usage of Pierre Audoin Consultants' SITSI® License”.

Copyright Pierre Audoin Consultants (PAC) GmbH 2022. All rights reserved.
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ABOUT TEKNOWLOGY GROUP

teknowlogy Group is your partner of choice for European focused IT market data, insights and advice. It brings
together the expertise of two research and advisory firms, each with a strong history and local presence in
the fragmented markets of Europe: CXP and PAC (Pierre Audoin Consultants).

We are a content-based company with strong consulting DNA. We are the preferred partner for European
user companies to define IT strategy, govern teams and projects, and de-risk technology choices that drive
successful business transformation.

We have a second-to-none understanding of market trends and IT users’ expectations. We help software
vendors and IT services companies better shape, execute and promote their own strategy in coherence with
market needs and in anticipation of tomorrow’s expectations.

Capitalizing on more than 40 years of experience, we are active worldwide with a network of 50 experts.

For more information, please visit www.teknowlogy.com and follow us on Twitter or LinkedIn.
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