Statement of Conformity

Registered no.
TOV CY 23 MD 020580

Customer's name and address Eurotech S.p.A.
; Via Fratelli Solari, 3/a
33020 Amaro (UD) — Italy

Tested in accordance with EHSR Annex | Machinery Directive 2006/42/EC

EN IEC 82443-4-1:2018 Security for industrial automation and control
systems — Part 4-1: Secure product development lifecycle
requirements

EN IEC 62443-4-2:2019 Security for industrial automation and control
systems - Part 4-2: Technical security requirements for IACS
components

ISO/TR 22100-4:2018 Safety of machinery — Relationship with ISO
12100 — Part 4: Guidance to machinery manufacturers for
consideration of related IT-security (cyber security) aspects

Description of product Multi-service loT Edge Gateway
Type Description ReliaGATE 10-14

Order number 020580

Validity From 2023.03.08 to 2028.03.08
Remark Upto: SL-C 2

The Inspector
F. Porru

Accredited by CYS-CYSAB
Certificate No. IB 002-2

result © arfiination of the product sample submitted by the manufacturer. A general statement concerning rhe quality of the
products from the series manufacture cannot be derived there from.

TUV CYPRUS (TUV NORD) Ltd,
2 Papaflessa Str., 2235 Latsia, Nicosia - P.O.Box: 20732, 1663 Nicosia, Cyprus
Tel:+357 22 44 28 40 Fax:+35722 44 28 50 email: info@tuvcyprus.com.cy
www.tuv-nord.com/cy

This certificate may only be reproduced without any change, schedule included.
Excerpts or changes shall be allowed by the TUV CYPRUS Ltd
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1. Product Technical Specifications

The ReliaGATE 10-14 is an industrial, highly secure Edge Gateway: it supports classic and visual programming and
comes with a loT programming Framework. It is open and supports all major Cloud providers and services.

Protection starts at the hardware level, with full support for TPM 2.0, Secure Boot and an always-on physical
antitampering monitor/logger that is active even when the system is removed from power.

Based on the NXP i.MX 8M Mini Cortex-A53 quad core processor, with up to 4 GB of RAM, up fo 32 GB of eMMC and
a user-accessible microSD slot, the ReliaGATE 10-14 is a low power gateway suitable for lightly rugged use cases. It
supports a 9 to 30 VV DC power supply with transient protection, one DisplayPort video output, two protected and isolated
RS-232/RS-422/RS-485 serial ports, two noise and surge protected USB ports, six optoisolated digital and two isolated
analog interfaces.

The ReliaGATE 10-14 features a wide range of connectivity capabilities: it integrates a carrier certified LTE Cat 1/4
cellular modem with dual SIM suppart, Wi-Fi, Bluetooth 5/BLE, and two Gigabit Ethernet ports: an internal GNSS gives
precise geolocation capabilities. Expansion options allow adding extra features with side modules, such as the
ReliaWAN 10-12, a Lora Gateway unit, or the RelialO 10-12, which gives analeg inputs and more digital 1/Os,

The ReliaGATE 10-14 comes with Everyware Software Framework (ESF), a commercial, enterprise-ready edition of
Eclipse Kura, the open source Java/OSGi middieware for loT Edge Gateways. Distributed and supported by Furotech,
ESF supports ready-to-use field protocols (including Modbus. OPC-UA, §7), MQTT connectivity, web-based visual data
flow programming and deep configuration. ESF is also integrated with Everyware Cloud (EC), Eurotech loT Integration
Platform (separately available), enabling advanced diagnostics, provisioning and full remote device access and
management.

System Version
Hardware revision: System rev. A00 (CPU rev. CO1)

EL version 27.1.x
ESF version 7.2

Type indication:

REGATE-10-14-xx(y)

\Where the -xx(y) is a suffix that identifies the product variant:
- xxis a two-digit number,

- ycanbe aletter (A, B, ...), or a blank.

Please refer to “User's Manual” for the technical specification.

2. Technical File reference

ReliaGATE Documentation. The complete listing is in the assessment report.
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3. Test report no. 23 MD 020580

Test documents according to applied standards are reported in the test report No. 23 MD 020580 dated 2023.03.06.

Process Requirements Assessed

Security Management (13/13), Specification of Security Requirements (5/5), Secure by Design (4/4),Secure
Implementation (2/2), Security Verification and Validation Testing (5/5), Management of Security-Related Issues (6/6),
Security Update Management (5/5), Security Guidelines (7/7)

Security Requirements Assessed
Identification and authentication control (14/14), Use Control (12/13), System Integrity (13/14), Data Confidentiality
(3/3), Restricted Data Flow (3/3), Timely Response to Events (2/2), Resource availability (8/8)

4. Application and Limitaticn

The above mentioned equipment is tested according the standards on the first sheet.

Assessment boundaries

Hardware security, operating system, loT Edge Frameworlk, and connectivity, limited te the boundary characterized by
the versions identified below.

Intended Use

Multi-service loT Gateway designed to be deployed at the edge of loT applications.

5. Notes for the erection and operation:

Please refer to “User's manual” for the safe and proper operation, maintenance and service of the unit.

For further details, including environmental conditions, limitations of use, hardening guidelines, traceability, and
application constraints, make reference to the Security Manual.

6. Risks analysis

The risk analysis according to the applied standards is in the test report No. 22 020579 dated 2022.10.17 and reported
inside the ReliaGATE Documentation.
See documents:

- Cybersecurity FMEA rev.02,

- Security Risk Assessment 03

- Secure Boot checklist_03 (1)

7. Performance level evaluation

Performance level is not applicable.
The device has been verified to reach up to SL-C 2 in compliance with EN |[EC 62443-3-2:2020.

- End of Statement-
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