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EXECUTIVE SUMMARY

Driverless cars, fitness trackers, smart manufacturing, precision farming, connected
clothing, smart meters that measure utilities, smart sensors to detect mechanical
failures, medical devices that can monitor diseases - everywhere you look around the

globe there is talk about the Internet of Things (loT).

loT's potential to change the way that businesses, government agencies and
consumers operate and interact to drive new business opportunities, increase profits,
lower operating costs and increase productivity is endless. Demand for connected
devices is growing exponentially and organizations from startups to the Fortune 500

are all looking to capitalize on this trend.

Industry experts predict a big future for loT and while the numbers vary no one would

argue the potential is huge:

e Gartner, Inc. forecasts that 20.8 billion connected things will be in use worldwide by
2020

e IDC predicts the Internet of Things Market to Reach $1.7 Trillion by 2020

e Business Insider reports that nearly $6 trillion will be spent on loT solutions over the
next five years.

e A European Commission study places the market value of the loT in the EU as

expected to exceed one trillion euros in 2020.
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The Reality of loT Growth

One of the problems we face with the growth of loT is the speed at which connected
devices are being developed with a general lack of security standards or protocols.
It's the new wild west for technology — and hackers are already loving it. Security
pundits are predicting disastrous security results beyond what we are already
experiencing in the market today. In fact, IDC has predicted that by 2018, 66% of
networks will have an loT security breach and by 2020, 10% of all attacks will target

loT systems.

The bottom line is that we must develop our smart products with security in mind

from day one, otherwise we risk unprecedented levels of breach vulnerabilities.
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Today’s Cybersecurity Landscape

The current cybersecurity landscape is already overtaxed. Between the proliferation
of devices that already connect to our networks, the cloud and big data, cyberattacks
have blossomed in volume and sophistication and the numbers increase daily. We
have already seen a degradation of the network perimeter, it's no longer if you will be
breached - it's when. Organizations are operating in borderless network
environments making it increasingly more difficult to protect sensitive data. For all,
who are already struggling to protect their assets, the sheer volume of unprotected

data and devices that loT will add to this security challenge is immense.

loT will add new attack vectors to the mix and no sector is immune. Although
important, for the purposes of this document we are not addressing the defense
against network infrastructure related attacks at the edge, such as DDoS or
vulnerable legacy field protocols that require very individual assessment and
technology approaches, but instead concentrate on the vulnerability of the device
identity, integrity and communications. We have already seen some examples of how
loT attacks could play out and the potential business implications. No one is immune,

but asset-intensive businesses and organizations will need to tread water carefully.

Automotive

The infamous Jeep hack reported by Wired forced Chrysler to recall 1.4 million
vehicles in order to fix a software hole that allowed hackers to wirelessly break

into some vehicles and electronically control its vital functions.
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Medical Devices

At the University of South Alabama, students were able to kill a simulated patient
by hacking in and turning off its pacemaker. Security researcher, Billy Rios,
reverse-engineered a drug infusion pump made by Hospira as part of a security
project and discovered that a hacker could remotely change the drug dosage

administered to patients to deliver a deadly amount.

Home

In addition to the multitude of stories about the hacking of light bulbs, Wink Inc.’s
wireless hub experienced a failure that disabled connected devices, potentially
leaving consumers vulnerable to breach of their home security systems. The
Chamberlain Group Inc. and Ooma Inc. also experienced failures, both of which
involved compromised loT connectivity services and resulted in disruptions that

had the potential to affect customers’ home security.

Smart Grid/Infrastructure

While not the scope of this paper, utilities, specifically the Smart Grid, because
of its dependency on a legacy infrastructure, will be particularly vulnerable to loT
attacks. The current movement to modernize energy and utility infrastructures
with loT solutions such as smart metering, meter data management, distribution

monitoring and control must take into consideration public safety as a priority.
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Security will be a Barrier to the Adoption of loT

If the loT infrastructure remained simplistic with devices connecting to one isolated
network, we would not be facing a critical problem. In reality, the loT cuts across
different business sectors and embraces multiple devices and networks. In
addition, as the loT uses the Internet as its network infrastructure, there is no
“closed network” approach as in many traditional operational technology network
infrastructures - leading the way for potential disaster. loT security is significantly
more complex, and different in nature, than existing M2M applications or

traditional enterprise networks.

Because the industry is both new and red hot we have seen a rush to push out
connected products. The problem with early loT devices is that they are shipping
with minimal to no security builtin. These vulnerable devices are also shipping
with simplistic measures such as default passwords like, ‘1234’, they have
vulnerable services like telnet enabled, and have easy-to-spoof firmware that

depend on HTTP calls, among a myriad of other security problems.

Because of the lack of security standards and best practices, loT has the potential to
become a big budget line item for IT security departments — at the risk of already
stretched IT budget, ultimately affecting other mission critical projects. Moreover, this
lack of loT security has the potential to scare users away from adopting loT
technologies. If government organizations, business leaders and consumers cannot
trust that their data is safe, they will become discouraged at the thought of adopting
smart devices. Once the breaches begin, adoption of loT devices is sure to slow

down.

Eurotech loT Security — White paper 5



() EUROTECH

At the 2015 loT Security Conference, FBI CISO Arlene Hart, warned the impact of loT
data breaches could be much worse for end users than previous enterprise data
breaches. "The capabilities, themselves, are almost always developed without

security in mind. We need to change that [for loT]" she stated.

BotNet of Things

One cybersecurity scenario that has begun to emerge is the loT botnet threat. An loT
botnet is a group of hacked computers, smart appliances and Internet-connected
devices that have been co-opted for illicit purposes.! A thingbot, embedded within a
system, might be co-opted to send spam or malware to host illicit content, all without
the knowledge of the owner. In 2013, a researcher at Proofpoint, an enterprise
security firm, discovered that hundreds of thousands of spam emails were being
logged through a security gateway. Proofpoint traced the attacks to a botnet made

up of 100,000 compromised appliances.

Cyber intelligence firm IID has analyzed billions of pieces of cyberthreat data and
prognosticates that loT devices will increasingly become part of large-scale botnets.
ID predicts that by the end of 2017, botnet operators seeking new frontiers will
execute a full-scale invasion of compromised loT devices such as wearables and
connected home products. CCTV cameras have already been identified as a source

to launch DDoS attacks against banks and other targets.?

1 http://internetofthingsagenda.techtarget.com/definition/loT-botnet-Internet-of-Things-botnet
2 http://internetidentity.com/press-release/iid-predicts-massive-botnet-takeover-of-ot-devices-by-2017/
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"The increasingly advanced technical capabilities of loT devices such as autonomous
consumer-grade drones and smart appliances will not be able to keep pace with
security and privacy requirements. This will drive large-scale compromises of loT
devices," said IID Vice President of Threat Intelligence Sean Tierney. "As these devices
are used to attack other networks or for retaliatory attacks, it will eventually lead to

the 'Battle of the Botnet' for domination of loT.3

With the appearance of the malware “Mirai”, the Internet community has already
experienced first serious loT botnet attacks with serious consequences. Mirai is
malware that turns Linux-based computer systems into remotely controlled "bots’,
which can then be used in large-scale network attacks. Since the source code was
published in hacker forums as open-source, variants of the code have appeared in
other malware projects. Typical targets are connected devices such as remote
cameras and access routers. Devices infected by Mirai continuously scan the Internet
for the IP address of other connected devices. Mirai tries to identify vulnerable
devices using a list of factory default usernames and passwords and logs into them
to infect them. Mirai was first found in August 2016 and it has since been used in
some of the largest and most disruptive distributed denial of service (DDoS) attacks.
Examples of Mirai Botnet DDoS attacks include the October 2016 Dyn cyberattack
targeting DNS services, the attack on Liberia's Internet infrastructure in November
2016 and also in November 2016 a situation where almost 1 million routers from
Deutsche Telekom were crashed due to failed exploitation attempts by a variant of

Mirai.

Another example of sophisticated loT malware is Stuxnet. Stuxnet is the name of a
computer worm that targets computers running Windows as operating system and

Siemens SCADA software controlling Siemens PLCs. First found in 2010, it has been

3 http://www.marketwired.com/press-release/iid-predicts-massive-botnet-takeover-ofiot-devices-by-201 7-2078257.htm
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used in an attack to slow the Iranian nuclear program by attempting to destroy vital
systems installed in the Iranian uranium enrichment facility. Stuxnet attacked Windows
systems exploiting an unprecedented four zero-day vulnerabilities and some other
previously known methods. Stuxnet initially spread using infected removable drives
such as USB drives, then using other exploits and techniques. Since 2010 several
derivatives or versions of the Stuxnet malware have been found. Given the quality of
the code and the required resources for this kind of attack, it can be assumed that it
has been originating from government organizations. And although now documented,
understood, and recognized by anti-malware and software patches, Stuxnet should be

considered only a first visible example of its kind.

The loT Security Challenge

"You call it internet of things; | call it internet of threats," Eugene Kaspersky.

To ensure a level of trust and avoid risks such as application hijacking when
connecting to loT sensors and devices, the challenge lies in identification,
authentication, authorization, confidentiality and integrity. loT device security is not
the same as network security and the introduction of this new risk will only serve to
exacerbate our current issues and overtax already burdened IT security teams

further.

‘Data must be protected within the system, in transit or at rest, and significant
evolution is required in the identification, authentication and authorization of devices
and people," said Robin Duke-Woolley, CEO, Beecham Research. "We must also
recognize that some devices in the field will certainly be compromised or simply fail;
so there needs to be an efficient method of secure remote remediation — yet another

challenge if the loT is to live up to expectations."
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"We talk about the need for a deep root of trust in security and this is even more
critical in a complex, connected loT ecosystem," said Professor Jon Howes,
Technology Director at Beecham Research. "This starts at device level with sensors
and microcontrollers and continues through the networks, platforms and into the
cloud. It's a massive jigsaw and every piece has to deliver a level of trust to ensure

end-to-end security and integrity."
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Who is Liable for loT Breach?

loT devices are bringing troubling questions regarding device malfunction or cyber-
attacks to light, such as who will be held responsible for them. Is it the
manufacturer, the retailer, the Internet provider or consumers themselves? Could the

software developer also be brought into the equation?

There are many touch points in the loT supply chain, and in the case of device failure
the liability seems to point to the manufacturer of the device, but it is -complicated. In
a retail or healthcare situation, data loss resulting from use of loT technologies can
lead to privacy-related issues where the healthcare, retail or payment organization will
be held liable.  Strategic partnerships where software vendors and sensor
manufacturers are critical suppliers in the development of loT-connected products will

have an impact on component part suppliers’ product liability exposures.*

Sensor manufacturers themselves face greater liability exposure and have already
been the subject of product liability claims and lawsuits for alleged failures in
products such as smoke detectors, carbon monoxide alarms and automobile airbag

systems.

As an example of device failure, we point to the class action suit brought about in
response to a report by U.S. Senator Edward Markey, D-Mass, which disclosed that
hackers can get into the controls of some popular vehicles, causing sudden
acceleration, turns, loss of brakes, activation of the horn, faulty operation of the

headlights and modification of the speedometer and gas gauge readings.

* http://www.law360.com/articles/680256/the-internet-of-things-liability-risks-for-tech-cos
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In the loT world, software licensors will not be protected against third-party injury
claims and need to understand that they have product liability exposure to claims and
lawsuits for bodily injury and property damage caused to third parties. Connected
device manufacturers will be held financially liable for negligence in their firmware

code and architecture.?

According to an article in loTLaw, Thibaut Kleiner, the head of unit for network
technologies at European Commission Directorate General for Communications
Networks, Content & Technology (DG Connect), said the European Commission is
now considering whether a specific piece of legislation is needed to address the
Internet of Things or whether it would be sufficient to add elements to legislative plans

already in the pipeline, like the European Digital Single Market strategy (DSM).6

Lack of Standardization?

While plenty of standards exist in the traditional IT world, they have yet to be applied
in a consistent manner in order to protect loT devices from breach. This means we
have a very vulnerable loT ecosystem with vendors using different hardware, software
and third party services, as well as APIs and patch methods. To achieve loT security
we need to establish solid solutions for device discovery with secure identity,
authentication and encrypted communications or the underlying protocols are subject

to abuse.

5 http://www.law360.com/articles/680256/the-internet-of-things-liability-risks-fortech-cos
6 http://iotlaw.net/category/articles/internet-of-things/
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We point to a few practices that are leading to poor security in loT:

e Few, if any, security features builtin to hardware and software such as, Generic
Systems on Chip (SoCs) that give an attacker the ability to gain root access to
hardware

e Unencrypted data allows anyone using network sniffing tools to see what information
IS being transmitted

e Unpatched devices that are out of sync with latest security updates are easily
exploited

e Hardcoded web service and OS credentials allow attackers to easily gain access to
sensitive data

e Unsecure software management without the necessary checks on the integrity of the
application software and the subjacent OS in edge devices and gateways

e C(Cleartext API tokens and calls means communications are not encrypted

e Poor mobile security in loT increases the already growing number of susceptible
mobile access points

e lack of proper authentication opens up the potential for unauthorized access from

brute force or other attacks

Improper security of just one device could result in situations where many other
devices in the network become vulnerable. To succeed with loT, end-to-end security
must be a priority. Device manufacturers and software developers need a security
model that has a foundation based on open and industry standards to ensure platform
and vendor interoperability and incorporate best practices. The good news is that
there are ways to leverage existing best practices from the IT security world, but
first, product and system architects need to cut through the confusion to understand
how OT/loT is different from traditional IT. Only then will they be able to supplement,

adjust, and apply these best practices for loT.
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Foundation and Best Practices for loT Security

We have barely scraped the surface compared to the projected growth of connected

things. Now is the time to make sure that we get loT security right. According to

Gartner, “the discovery of devices and provisioning new and maintaining security of
existing devices will be paramount to the success of loT.” A holistic approach where
identity and authentication are standardized is clearly needed, as well as automated

discovery principals”.

Best practices need to take into account the specific aspects of distributed,
unattended, mobile systems and devices. We need a secure execution environment
for all devices and the loT integration platform (sometimes referred to as the
application enablement platform or AEP), as well as secure software management
and distribution. Above all, connected devices and the loT platform must have a

validated identity. To achieve this, we must:

e Build solutions based on open and industry standards

e Leverage proven security technologies and partnerships

e Include security, scalability and resiliency in the design from day one
e Encapsulate the complexity of an end-to-end security solution

e |dentify each connected node with a unique ID and credentials

e Mutually authenticate nodes in the loT infrastructure

e Encrypt all communication to protect the integrity of the data

¢ Implement controls for automatic revocation of certificates and therefore devices

/ http://www.gartner.com/smarterwithgartner/the-internet-of-things-is-shifting-hackers-targets/?cm_mmc=social-_-rm-_-gart- -swg
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e Digitally sign all communications to protect integrity and authenticity over an
encrypted channel

e Digitally sign software and configurations to ensure the integrity and authenticity of
the system and the individual parts

e |Insist on role-based access control

e Invest in network security assessments and analytics tools to identify and investigate

the behavior of loT devices through continuous testing and auditing of devices

The Essential Elements of loT Security
A secure loT platform must:

e Provide a trusted execution environment especially at the edge

e Be designed to minimize the attack surface (minimal open ports, firewalling, etc.)

e Deploy best of breed techniques and functionalities to shield the loT implementations
against the security threats coming from outside

e Be a secure component in the overall IT infrastructure, integrating seamlessly

In summary: appropriate measures must be taken to prevent the devices to be
hacked and to ensure that the data remains secure. It starts with trusted discovery of
the remote device and its pairing with the loT integration platform, and then requires

mutual authentication of communications and encryption of all data.

Authentication and encryption require a scalable solution that allows for mutual
authentication with a high level of standardization and interoperability so that devices
from multiple manufacturers can safely communicate. For a secure channel
identification and authentication there are many methods available, such as, ID with
no proof, APl keys, CA and self-signed certificates, biometrics, username/password,
TPM
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based solutions, one-time passwords, and solutions that combine several

authentication mechanisms into two- and three-factor authentication.

While many alternatives of identification and authentication can be found, not all
solutions are suitable for loT in terms of functionality, security and scalability, and
they must be applicable to unattended remote devices. Shared API keys are generally
weak, and username/password can be easily spoofed: therefore, many security
experts conclude that one of the best method for authentication and encryption is
through integrated x.509 certificate with PKI (public key infrastructure). With PKI,
there is an assurance as to the identity of the other party. As a widely recognized,
trusted and well-established technology, PKI is built on open, industry standards with
the strongest authentication and cryptographic functions. PKls supports the signing of
messages and documents, for logon and authentication, for certificates and keys in
files and tokens, and as the root of trust for Certificate Authority (CA), CA-signed and

self-signed certificates.
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The Eurotech Approach to loT Security: End to End

Eurotech develops and offers the technical building blocks required to assemble
distributed systems of devices and sensors which are connected to IT
infrastructures. Eurotech offering is a combination of hardware, firmware, operating
systems, programming frameworks and professional services that dramatically
accelerates the time to market of -loT projects and enables customers to layer their
added-value components on a reliable ready-to-use infrastructure. Eurotech loT

offering consists of four major components:

o Everyware Cloud (EC) loT Integration Platform

e FEveryware Software Framework (ESF) device-based Edge Computing Platform and
Application Development Framework

e Multiservice loT Gateways, a family of edge nodes designed to satisfy the
requirements of a range of vertical markets

e |oT Professional Services

Everyware Cloud (EC) is a software platform specifically designed to target loT
applications. The platform provides all the services required for the management of
loT devices on the field including configuration management, application life-cycle
management and remote access. It also provides the services needed to collect data
from the field and to integrate them into downstream applications, business
processes, dashboards and reports. Eurotech approach to security through the
Everyware Cloud starts from the ground up and as a modern platform, is an integral
feature in all solution components. EC leverages proven IT, enterprise, and Internet
class security technologies and partnerships to meet the security, scalability and
resiliency requirements for loT environments from day one, including integrated PKiI,
signed programs and messages, MQTT on SSL, secure passwords and two-factor

user / administrator authentication.
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Everyware Software Framework (ESF) provides a highly cost-effective, flexible
and IT- oriented edge computing platform and application development framework to
build the new generation of connected, smart devices and applications using a
common technology basis including Java and OSGi. ESF enables developers to
concentrate on their own specialized application by providing a set of field proven loT
functional blocks and protocols, with security provided through credentials,

certificates and mutual authentication.

Eurotech software-defined Multi-service loT Gateways, designed to perform in
demanding environments, are rugged and hardened against environmental conditions
like high temperature, humidity and dust. With a complete, optimized and validated
loT software stack, including the Linux OS, Java, OSGi and the ESF loT Edge
Framework, they provide a secure execution and programming environment at the
edge, in loT gateways or smart edge devices. Depending on the application
requirements further security technology measures can be taken including safe boot,
hardware-based key storage and/or cryptographic acceleration, combining the most
advanced device security mechanisms to protect the loT environment from threats at

multiple levels.

A solid loT Professional Services offering does ensure that the specific requirements
of customers and system integration partners can be met. This service offering
ranges from customized hardware & software developments and extended warranty
offerings, to consulting and project management services to coordinate additional

partners through the development and the field deployment of loT solutions.
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Eurotech loT Security Architecture was built on the concept that security has to be
implemented end-to-end and in the individual elements. Some of the major

aspects of this loT security approach are:

- Identity and Access Management. Confidentiality and integrity are ensured
through a role-based access control model and access control lists which follow the
Principle of Least Privilege and are enforced through all the layers of the architecture.
Each account manages a list of users and controls the user’s credentials. Everyware
Cloud has a configurable lockout policy per account, which may block user's
credentials after a certain number of failed login attempts. Logins to Everyware
Console can be further protected through the use of a Two Factor Authentication
(2FA). Everyware Cloud does support individual X.509 device certificate-based
authentication, to support the integrated Everyware Cloud PKI but also customer
managed PKI solutions.

+ Secure Transmission of Data. All MQTT traffic is encrypted over an SSL
connection. All Console access is exclusively available over an encrypted HTTPS
connection. All REST APl access is exclusively available over an encrypted HTTPS
connection.

« Physical Access to Data. Eurotech public cloud offering leverages data centers that
are state of the art, utilizing innovative architectural and engineering approaches.

« Logical Access to Data Store. All databases are protected through strict firewall
rules from external access and they are only accessible from the mid-tier machines.
In the database, data is segregated by account through a unique tenant Id. At the
MQTT broker, broker data and traffic is segregated between accounts using virtual
machine segregation.

« Secure Device and Embedded Application Management. A secure execution

environment in edge devices, strong authentication, no inbound open ports, firewall
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management, signed software bundles (integrity, authenticity), powerful diagnostic /
logging and the use of proven cryptographic techniques for communication and
device management form the basis of a solid security foundation for smart edge

devices and

loT Gateways. Security can be further extended by other elements like secure boot,
hardware security features and sophisticated VPN functionality.

« Vulnerability Management. Independent certified security firms perform
vulnerability assessments, including network/host and applications. Eurotech will
ensure that Internal and External vulnerability scanning is conducted periodically and
after any major changes to the environment and remediates any critical security

issues found within a reasonable time frame and report the results of the remediation.

All components of Eurotech loT architecture have been designed from day one for
security, scalability, and reliability, to be futureproof and to protect customer
investments, and are based on the most successful and up to date open standards
for M2M and loT.

CONCLUSION

Given the current state of cybersecurity and the potential for hacking loT devices and
infrastructure we need to make security a priority from the outset. Security for loT
needs to be a first step for everyone designing and building loT devices, software and
infrastructure in order to establish confidence that the products put forth can be

trusted. To do anything less will lead to failure in the adoption of loT devices.
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The confidentiality, integrity, and availability of our custome?s’ data and loT
infrastructure is of the utmost importance to Eurotech, as is maintaining our
customers’ trust and confidence. Security is an important aspect of everything we do.
To learn more about how to build trusted, secure loT products, contact Eurotech

today.
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