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PART 1: THE EVOLUTION

New frontiers of building automation

Up to now, building automation systems have been conceived as confined solely to the
interior of the building itself, with remote connections exclusively for supervision
purposes and the many possible interactions between building related devices have
been considered merely as field-level interactions.
This approach radically changed with the advent of more affordable more reliable and
effective IoT (Internet of Things) solutions. IoT technology, over the last 2 decades,
has grown exponentially, gradually coming to prove the effectiveness and the
simplicity of integrating heterogeneous systems that can seamlessly
communicate through new software architectures.
Typically, IoT applications inside the building have an integrated management hub for
all the different devices and subsystems. This usually goes by the name of BMS
(Building Management System).

Communication layers: wireless / wired

The BMS overseeing the IoT architecture usually consists of many loosely coupled
layers, starting with the sensors, the gateway and moving up to the Cloud and then to
smartphone apps. The only layer that remains strongly "bound", due to a multitude of
communication standards and different sensors and actuators is the first layer – from
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I/O devices to gateways. This first layer interconnects the “real world” (i.e. all of the
physical, tangible objects we are used to live with like light bulbs, switches and
appliances) with the “digital world” (software). All the communication channels are within
this layer: all the communication and field protocols that various manufacturers
have developed and tried to standardize over the last thirty years.
In today’s world, the growth of all the systems that communicate in wireless mode is
undeniable. This growth is mainly due to the tendency to radically renovate existing
buildings rather than to build new structures, new applications to improve
energy efficiency, control and automate building systems (BEMS and BACS)
are mainly implemented with technologies based on wireless connectivity.
In this scenario wireless connection comes with the advantages of being more flexible
and minimally invasive, therefore surpassing wired cabling for all kinds of installation in
pre-existing structures. Wireless solutions for buildings use radio frequency (RF) as a
physical means of communication. The main advantage is that RF devices are battery
powered and can therefore sit anywhere within a building or be used on mobile devices.

Aggregation methods: Gateway and Cloud-based Apps

The gateway, sometimes called “the bridge”, is the aggregator between the real
world and the digital world of the Internet. The use of gateways in building
automation became necessary following the spread and affirmation of open standards
and the growing integration of different technological systems. Despite still being the
most common aggregation method, Gateways are no longer the sole method for
aggregating the systems used in building automation.
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Gateway Devices
Today, with the advent of IoT (Internet of Things), the first basic aggregators have
further evolved to become IoT gateways, which act as mini data centers and routers
that allow the building to connect to IT systems in the Cloud. Also, where required, IoT
gateways have the ability to pre-process some of the data collected by sensors.
Thanks to the capabilities of IoT gateways, data can be processed in real time and then
further processed by applications installed in the Cloud or on mobile devices (such as
smartphones and tablets) which ultimately send back new instructions to the gateway.
The most recent gateways with high performance computing functionalities are now
capable to run even the complex Apps which were once reserved to Cloud servers.

Cloud Apps
In addition to the wide use of gateways for integrating sensors and systems inside
buildings, nowadays another equally important method is growing as an alternative, and
it is far more flexible compared to the IoT gateway. This method achieves integration
through software emulated gateways. In this case it’s the software installed in the
Cloud servers, that is responsible for accessing the data of the respective IoT systems
through specific connections called REST calls.
Thanks to this new methodology, most applications require very short development and
update times employing the use of new programming formats (API, Application
Programming Interface) through which the information is processed by Cloud systems.
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Figure 1. Components and functionalities of an IoT gateway.

PART 2: THE ADVANTAGES OF IOT
All the most relevant services common to all types of buildings can be grouped into
two main categories: BEMS (Building Energy Management System) services and
BACS (Building Automation and Control System) services. BEMS services include
those services generally aimed at analyzing the energy performance of the building and
its evolution / forecast. Often, among the data collected by BEMS, are those relating
to the operation of Services controlled by BACS services. These are services aimed
at controlling and automating the operation of the building's technical systems and
other systems.
An unquantifiable amount quantity of information is generated and / or processed and
thanks to IoT technologies, we are now able to create new classes of IoT devices
and IoT software applications which can provide new decision-making tools for
all stakeholders.
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The Residential market example: leading the change

In smart homes many services can be implemented in the technological infrastructure
of the building to optimize their performance and management, to improve
home environment, and to optimize energy management with a view to cut
costs and to increase the safety of things and people.
The main driver of the growing popularity of smart homes is undoubtedly the strong
and rapid spread of connected objects in an IoT environment, driven not only by the
traditional players but also from companies like Apple and Samsung, Google and
Amazon or myriad of start-ups especially through the growing distribution of the socalled Smart Home speakers, or intelligent voice assistants.
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Figure 2. Relationships between household appliances are linked together by the
application of Smart Home systems actionable through Smart speakers and voice
assistants.

Eurotech IoT components for building automation

Despite the widespread success of smart homes, building automation still presents
many challenges to be solved, especially in industrial contexts. Eurotech is playing a
major role in this business with its success cases in both hardware and software
products. Eurotech products range from the general automatic control and optimization
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of a building, to micro-managed monitoring and regulation of each appliance and device
that resides in the building.

Edge Computers

One of the major advantages of Eurotech components in building automation is the
ability to bring computational power to the Edge through High Performance Edge
Computing. Modular, customizable, and fully compatible with all the major IoT
communication protocols used by new and legacy devices, Eurotech HPEC products
meld nicely into any existing building infrastructure.
Eurotech’s ReliaGATE line is a complete family of Smart Gateways which all sport a
wide breath of connectivity options and come with Everyware Software Framework
(ESF) installed.

CPU 310-12

ReliaGATE 10-12

ReliaGATE 10-14

ReliaGATE 20-25

IoT software

Eurotech’s focus has gradually sharpened over the years to zero in on developing the
best IoT software that could make excel even more its wide range of hardware
solutions.
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In 2010 the company launched Everyware IoT, a complete suite of IoT software
solutions for IoT devices. Everyware IoT consists of two main products:

●

Everyware Software Framework (ESF): a software framework to be installed on
edge devices (gateways). Based on Java, ESF, supports ready-to-use field protocols
(including Modbus, OPC-UA, S7), MQTT connectivity, and web-based visual data flow
programming to publish data to IoT Cloud Platforms.
Learn more about ESF

●

Everyware Cloud (EC): a cloud-based modular architecture consisting of a complete
set of micro-services. EC provides all the most relevant IoT services including device
management, diagnostic, provisioning, remote access of IoT gateways and devices,
integration services for telemetry data, and over-the-air functionalities.
Learn more about EC

Thanks to Eurotech IoT components, Building Automation IoT devices become easier
to control, faster and cheaper to manage, and most importantly, far better performing
in extracting relevant data from the field inputs. Eurotech IoT components allow
customers to tap into boundless possibilities to optimize their property operations
without

incurring

outrageous

costs,

thus

elevating

building

automation

functionalities and bringing new opportunities for energy efficiency, facility
management, tenant experiences and service innovation.

1. Extended Functionalities

Battery-operated IoT sensors are cheaper, easy to install and maintain. Coupled with
robust, scalable and low-power IoT connectivity, they can be deployed everywhere, and
they can capture comprehensive insights from the building functions. Aggregated at
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the IoT gateway(s), sensor data can then be forwarded to the respective BMS server
leveraging open interfaces (e.g. MQTT, REST API). This enables automated execution
of relevant workflows like intuitive equipment reconfiguration, activation or shutdown,
maintenance scheduling, or alert triggers.
With Everyware IoT customers can easily relocate existing sensors, bypass wired
connections and complications through efficient wireless communication, and install
additional devices along the line as new business and renovation needs arise.

2. Costs and Environmental Footprint

Energy efficiency has been the greatest incentive of BMS implementation. Eurotech
enables real-time, granular IoT sensor inputs monitoring for on-demand, micro-zoned
equipment management to achieve higher energy efficiency.

3. Comprehensive SECURITY for Facility Management

IoT wireless sensors empower building owners with unparalleled visibility into their
property whether from the standpoints of facility health, equipment usage conditions,
waste management, or security and fire safety.
The security of gateway operations is of the utmost importance and priority to
Eurotech. Eurotech’s overall security approach sits at the core of the whole idea of
utilizing gateways and IoT software for connecting devices that manage sensible data.
With Eurotech IoT components, tenants and facility managers can safely rely on many
advanced security protocols and carefully developed features:
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•

Management of user’s credentials

•

Selections of specific certificates

•

Industry-wide communication protocols like MQTT, Modbus, S7, OPC-UA

•

Mutual authentication, and application signing, bundle signing

•

Secure Network Configuration: for remote configuration of the network
interfaces of the IoT gateway

•

Policy-driven publishing system, which abstracts the application developer from
the complexity of the network layer and the publishing protocol used

4. Tenants/Occupants’ Satisfaction and Safety

Today, the growing pervasiveness of smart building technologies gives rise to more
demanding expectations in terms of people’s safety and satisfaction. The presence and
movement of people inside a shared space, air quality, lighting and humidity now all
play a major role in the safety standards, wellbeing and productivity expectancies of
those occupying that space. In this regard, Eurotech IoT sensors, and in particular, the
Eurotech PCN (People Counter) are powerful instruments to guarantee optimal indoor
environment.
Capitalizing on motion data generated by Eurotech IoT devices, managers can
accurately assess traffic and usage of different building areas, allowing them to
prioritize cleaning activities, ensuring that the highest standard of sanitation is
maintained across the facility.

All these improvements are just a step away; developed and upgraded with Eurotech
highly efficient, next-gen IoT connectivity components.
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Example: Healthcare Facilities
Advanced controls on medical devices inside hospitals.

Used by:

Specifications:

•

Developers

•

Eurotech’s ReliaGATE 20-25

•

System integrators, facility managers

•

•

Doctors

Added software capabilities of
ESF and EC

This application has been proven successful in hospitals where it is highly inconvenient
to introduce bulky machines, duplicating OT interventions and attempting to reconstruct
the existing infrastructure to suit modern needs.
Thanks to Eurotech, integrating with existing IT infrastructure was as easy as pointing
& clinking the device and software needed. It required zero changes to products
and applications. This solution fully enabled the healthcare administration and doctors
to access an entire set of vital remote controls and device capabilities for the
service of their patients, thanks to ESF and EC’s high level of edge software-flexibility.
On top of the increased flexibility in device management and configuration the system
integrated secured data and operations through its end-to-end security and local
processing capabilities.
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BENEFITS
•

Real-time monitoring

•

Easy modular installation

•

Real-time signal on-site processing

•

General asset management

•

Data collection and sharing

•

Remote management and configuration

•

Easy configuration and integration with BEMS/BACS dashboard
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Example: Home
Advanced analytics and customizable controls on boilers and heaters.

Used by:

Specifications:

•

Developers

•

Customized edge computer

•

System integrators, facility managers

•

•

Electricians, maintenance crews,
plumbers

Added software capabilities of ESF
and EC specifically tuned to fit
boiler and heater manufacturers’
requirements

This application has been proven successful to private end users to remotely control
their own thermo-devices. It has also been advantageous for technical assistance
operators to perform remote diagnostics.
In addition, Eurotech’s solution provided precious data to the manufacturer itself
for R&D, Service, and Marketing departments to develop and sell new products
and services.
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BENEFITS
•

Real-time monitoring

•

Easy modular installation

•

Real-time signal on-site processing

•

A precise set of analytic tools

•

General asset management

•

Data collection and sharing with the manufacturer

•

Remote management and configuration

•

Easy configuration and integration with BEMS/BACS dashboard and smartphone app

•

Key insight for marketing and sales initiatives
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Example: Stores
Advanced asset management, energy monitoring, and restock analytics.
Transforming the store manager’s insights by delivering automated functions
and new insightful data on the store performance.

Used by:

Specifications:

•

Developers

•

Eurotech’s ReliaGATE 20-25

•

System integrators

•

•

Facility managers & maintenance
crews

Added software capabilities of
ESF and EC

The highly competitive Retail market is radically shifting its core business toward
automated machines that could bring added value to the point of sale and that require
no human intervention. In this context Eurotech developed for the customer a newly
conceived programmable cellular platform that could assure stable connectivity to the
monitored assets.
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BENEFITS
•

Real-time monitoring

•

Easy modular installation

•

Real-time signal on-site processing

•

Standalone & multi-deployment configuration

•

Full energy monitoring of the refrigeration system

•

A precise set of analytic tools on each of the units at grocery store

•

General asset management on the status of the refrigeration units

•

Data collection and sharing

•

Remote management and configuration

•

Easy configuration and integration with BEMS/BACS dashboard and smartphone apps
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Example: Safety of shared spaces
Advanced people counting and human presence monitoring.
Transforming the personal experience by delivering new features and
services. These include AI, air quality, affluence alerts and many locationspecific safety insights.

Used by:

Specifications:

•

Developers

•

Eurotech’s DynaPCN 10-20

•

Manufacturers of connected building
systems, architects, civil engineers

•

Eurotech’s ReliaGATE 10-12

•

Added software capabilities of ESF
specifically addressing people
counting and people affluence
monitoring

•

System integrators of building
surveillance components, facility
managers & maintenance crews

In today’s quest to dominate and possibly overcome the COVID-19 pandemic, the
devices capable of precisely detecting and monitoring human presence are becoming
of vital importance. Eurotech was one of the first players to leverage its highly
successful and fully customizable people counting products to rise to this challenge.
Eurotech’s DynaPCN can be programmed to work in every kind of building.
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BENEFITS
•

High-definition stereoscopic cameras

•

Enables pandemic control procedures & disaster prevention

•

Real-time monitoring

•

Easy modular installation

•

Real-time signal on-site processing

•

Standalone & multi-deployment configuration

•

AI insights

•

Enforcement of social distancing orders

•

Remote management and configuration

•

Easy configuration and integration with BEMS/BACS dashboard and smartphone apps
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THE LATEST, MOST ADVANCED SYSTEM
Eurotech's Modular IoT Portal System

Eurotech’s modular IoT Portal System is the integrated solution to enable safe access
to areas where mass gatherings may occur. Through the accurate and precise
screening of specific key criteria, it is possible to guarantee the safe flow of foot traffic
and attendance of people in accordance with safety regulations.
The kit is suitable for indoor and outdoor deployments and consists of specialized
modules that can be easily integrated in a complete system by the customer. One key
capability of the kit is to cross-map different parameters and process data in real-time,
enabling the implementation of sophisticated detection schemes and providing
metrics on usage.
Data collected by the kit can be monitored and analyzed remotely thanks to complete
integration with cloud platforms, customizable web consoles, and dashboards.

Museums

Indoor Arenas

Events
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